CounterTack Sentinel 5

Real-Time Enterprise Threat Detection, Analysis and Response
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Asset Categories

Server i 6 9%

Servers

s-onr [ |

Networlk

User Devices
U - Laptop U - Desktop .
Media

C — Pl

Source : 2013 Data Breach Investigations Report - Verizon
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Timeline: Initial Attack to Compromise

Seconds Hours

Timeline: Compromise to Exfiltration

Day=s Seconds Minutes

Timeline: Compromise to Discovery

Hours Months

Timeline: Discovery to Containment

Hours Months

Discovery Method

69*

Ext - actor dizdo=sure Int - reported by user . |”

Source : 2013 Data Breach Investigations Report - Verizon
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Network Tools: They Miss Attacks

Web
Filtering

Virtual
Sandbox .

Enterprise Network .
Visibility Across the Enterprise g
. J —
Hybrid Cloud
CounterTack Environment -

Global, Mobile
Work
[] CounterTack orkforce
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d 4| E<2| 3 Sandbox

= Sandbox 23|, 3|I| 7|HO| &A™

= C}YBE0S, Application X| & 0|5
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= A{H|2A (Protocol)E K& =) Z R

= 4 /= HojAtD L S/E4 2 9ot H|0|H E 2 517| 02 &
ol E it O| E Anti-Virus

Ot AE MBS 2M > AT A0 S K| THs
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[ Backup slide ] ETDR Tools

Q29
+ JIENE 22 371D Qs DEBE B 20| Cfe) LR SZol A2 Hol
APD CHE0 SHHQN ZAHAMO| =25 & v WEZQIEN M 2[Fof Chet
SHAAS G A= 5792 E-dd SFArH|0f Ciet E A 2
= ETDR Tools= A| &ot= M&Z YN 2 CounterTack & 27|50, FH'E & 2 of A
2AIZEOOJH 8o I U2 &E X 52 S5 g
(1 ETDR Tool Name Explained
Name Function
Endpoint Laptops, desktops server — but not the network infrastructure
Threat All badness (threat), not just malware
Detection Detect compromise, malware, traces of incidents
Response ;i:z;r;\;erztsiizt:sres during alert triage, threat investigation and
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CounterTack Technology

3 Sentinel?| =2 A @A 8l EX

Kernel Module

* Tamper-resistant, anti-evasion
cAAHEIOIHEH 2LHE
c ZAIHOIH 8 H TS

Analysis Cluster

= « A5kl Bighata 7| = M &

i « SEE B0l CHE RHE 2 A

. . i Q| B M| 7|t EFX|

\ 7| LY QB o| AbBEHA £ A
- - Z7{ Xt2Oo| OtMBl M| Y HE

Management Console

dEotdM 7|5 M-S
* Dashboard options:

* Intelligence

* Endpoints

* Behaviors

e Search
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Sentinel &7}

Better
Response

Stealth Kernel Automated
Module Intelligence
= OS Kernel 2| 20| » QEEQIEZEE
X HEE S48 Ee
= A|ABO| G =M X&2}
glol HAjztez = XS2HE ™
SHHYHE WS . =R A dndd
= C}QFSHos X| & = U X|X| pt2
(64-bit Zgt) SE EHX 2 E4
= 7tz 2t X | - SHEE 2™ X
W NS

Impact score0f|
E 24 X2l
O|HIl E THH

File Interaction
Process Interaction
Registry Interaction
Disk Interaction
Host Isolation
Enterprise Threat

Correlation

Big Data &
Analytics
Z = £l Big Data
Jls 48 8¢
Cj|o|E{ 2t2|
SEE M 7|5
H3

7| 2 Cluster2
15,000 PC 22|
TECEREL

me Qs 74

[
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CounterTack Approach

d B X|> 24> X 5(WE
A Af0|501| tse
lsE M&
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d DETECT

= Stealth collection moduleS £t
OFABHO|Z AIA|7HO B EFX|

d ANALYZE
+ SNE O YEE JjuoR
SIBi0f CHet AN A % 24 x|
d REMEDIATE
+ BHOZ Olgf AT 4 9l

Syl g X

= File, Process Interaction, Host
Isolation, Disk Interaction, etc.

[ RESIST

. At=o 2 MAME Resistance
profile0|| o|ot 54 &X| 7|& XS
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Sentinel =82 7|5

[ Intelligence (Dashboard)

7| Nl AEZQIEQ CHot #/d 22 & kv

= C(lassification, Key event, Trace, Basic eventOf| CHot A A| 7t E A

—

CounterTack
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(A Search (ZAH)

= EndpointZ =& & H|O|HE Ot
= Endpoint (OS, Group),

E X &H
- O

Q Sear{:h Search endpoints.
Mamary
Next Profie
3 NTOSKRNL GUID

Endpoints E
I 05 Identifier
05 Vendor
os version
Teop Cuio
Threat

Trace Count

—— -

m
Terest oy (I ]|
——r— D
—
I Impact
——
I

s
\Winckown P 587, 786 5 ‘
= ¢
I

‘Windows ROP Port

Pharber of Ersdpecines | 4001,

Search Results

O+ Name

Mazniursiness_D_xE&biT

Maznusness,_D_xELbT

(] Mazniueiness, [ %ELb

Maznusness,_D_xELbT

a Maznfuriness, [ xE&bT

Mazniursiness_D_xE&biT

Maznusness,_D_xELbT

O Mazniueiness, [ %ELb

Maznusness,_D_xELbT

o Maznfuriness, [ xE&bT

Stata

DiscONMECTID

DISCONNECTED

DiscONMECTID
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152 16E0.1

152 16E0.]

152 1B

152 16E0.]

152 16E0.]

152 16E0.1

152 16E0.]

152 1B

152 16E0.]

152 16E0.]

as
]
Wingk
- ¥OF

endpoint memory

endpointnext_profils

endpoint ntoskenl

endpoint.as_identifier

endpoint os_vendor

endpoint.os_version

endpoint icpip

endpoint threat

endpoint trace_count

endpoint win_rdp.

beh:

port

behavior basic_event_count

behavior classification_count

behavior condition_name

behavior event_count

behavior impact

behavior start_time

behavior ast_active

behauior trace_origin_action

I
Y = = =

Hurriser of Ercecints 143007

Help
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Sentinel £8 7| s

A Search (A=)
= S 0s7} dX|E AEZQIE HAH

= Computer Name, Status, IP Address, Profile, Behaviors, Threat Level H A|

Q. Search e 1 KBl -

Endpoints

&

»
»
4
>
4
>
4
»
4
>
4
»
4

L

=]

PAUSE

L

2

WINXPSP3-1 PAUSE
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(A Search (A=)
» QIEXOIE J7|E MH HA|(OS, Patch level, Profile, IP Address, Group <)
= MEHSHAEZQIEOA EX[E =2 O|HIE HA| (Trace)

CounterTack’

V¥ WIN7X86-SYM-2

0 1 0 188 [low |

NNNNNNNN

Domain

Profile Change Profile

Behaviors

aaaa

L] CounterTack
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Sentinel =82 7|5

(A Search (A=)
= SHQ| (Behaviors) Z4AH
= QOrigin conditionS S5l trigger=l S 2| 0| CHot A4

ounterTack _—

Q Search o

E Behaviors E 1

313 14

@ Hide Overview @

Type Endpoint » Last Active Events

02/0514 09:19:19 838 SCI_bootkit_common_001 classification 15-PC 02/05/14 09:19:19 838 24

02/0514 09:19:19 838 Action-Condition-Process- Execution-From-Users- Folder- Wi

trace 15-PC 02/05/14 09:19:19 838 43293

02/06/14 15:39:57.347 Origin - Adobe Filetype writing to Disk trace \15-PC 02/06/14 15:39:57 347 6810

02/06/14 13:43:45 588 Origin - Adobe Filetype writing to Disk

02/06/14 13:01:03.920 Action-Condition-Process- Execution-From-Users-Folder-Win7 trace t-PC 02/06/14 13:01:03.920 100

02/06/14 13:00:52 683 Action-Condition-Process- Execution-From-Users-Folder-Win7 trace t-PC 02/06/14 13:00:52 683 15

02/05/1415:31:57 270 Action-Condition-Process- Execution-From-Users-Folder-Win7 trace \5-PC 02/05/1415:31:57.270

02/05/14 15:58:25 339 Action-Condition-Process- Execution-From-Users-Folder-Win7 trace \5-PC 02/05/1415:58:25 339 8639

1
|
|
|
|
|
trace t-PC 02/06/14 13:43:45 588 1084 I 50
|
|
|
|
|
|
|

- —————————— -,
——

02/05/1415:29.26.750 Action-Condition-Process- Execution-From-Users-Folder-Win7

trace \5-PC

/1415:29:26.750

\

-
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Sentinel =82 7|5

Jd Behaviors
s EXA
-/ O

s E X
- O

unterTack &

# Behavior

Time Started (UTC Last Active (UTC] Key Events Tatal Events nact
13:34:54 19:14:56 0 54.7k

@

@ < |
r— e N { 02/05/141418:01.036  VSKIM-PC & Thread svchost.exe: thread 4724 0 1
S A REGISTRY_OVERWRITE

Classification SC1_Zeus_bot_base 1 | - 1

I I I T  Registry I

I Endpoint ¥SKIM-PC I A\REGISTRY\MACHINE\SOF TWARE\Microsoft\Windows\CurrentVersion\Diagnostics\Performance\Shell\ I

I I I StartStop\StartMenu'\Runtime (RecentCluster) I

I as Microsoft Windows 7 Service Pack 1 l I I

1 ta

I Domain skinfosec.co kr I I I

I I I Type thread Type registry I

IPu4 Address 0.0.00 !

I 0.0.0.0 I I Mame svchost.exe: thread 4724 Key \REGISTRY\MACHINEVSOF TWARE\Microsoft\Windows\CurrentVersion'\Diagnostics\Performance',

1 B I 1 hell\StartStophStartMenu' Runtime 1

I I PID 1708 I
o I MName ReceniCluster

1 us DISCONNECTED ~ ) I| ParentpiD 624 |

e ——— 1 Type 3 1

Backing File \Windows\System32\svchost.exe

I Data I

I Thread Time Started 02/05/14 D2:17:56.280 I

Events 1 ¢ Fi egis letwork | process Time started 02/05/14 D1:22:57 663 ’I

- S S e e e e

L] CounterTack .



Sentinel =82 7|5

(A Behaviors (A=)

= Processes / Files / Registries / Network
= EFX| =l Al R| =S ‘Files (Created)'Of| LT HE HA

CounterTack

E @ Files eqistrie vor

(-

I Al Written Read Rename Deleted I @
0 T T T Y

les (by Most Act o ——— -y,

4 \

Event Time \ctior Pal
1 1
02/05 13:46:37.722 FILE_CREATE I \Windows\Temp\AUTmpV31S80%dnad.scdl I
0211 13:46:37.730 FILE_CREATE : \Windows\Temp\AUTmpV31580\dnac.scdl :
02/05/14 13:46:41 389 FILE_CREATE I \Windows\Temp\AUTmpV3IS80\moduler.scd4 I
/14 13:46:52.012 FILE_CREATE : A\Windows\Temp\TMPOD00006C8186762F6600DBEE :
/14 13:46:52.448 FILE_CREATE I \Windows\Temp\TMPO000006D187DCS92E17BE778 I
02/05/1413:46:52.601 FILE_CREATE : \Windows\Temp\TMPOO00D0GEIEICFICDE599CHIF :
02/05/1413:50:53.81 FILE_CREATE I \Windows\Temp\ TMPOD00006FCB454EEFCE124591 I
02/ 13:51:04.094 FILE_CREATE : \Users\yskim\Music\iTunes\Temp.tmp :
02/05/14 13:51:06.589 FILE_CREATE I \Windows\Temp\TMPO000007047F0180155201200 I
02/05/14 13:51:08 680 FILE_CREATE : \Windows\Temp\ TMPOO000012670C0662BOFSD78 :
02/ 13:51:15.237 FILE_CREATE I \Windows\Temp\TMPO00000725057C17CDADF41A8 I
02/ 13:51119.192 FILE_CREATE : \Windows\Temp\TMPOO00007368FD79014CEECAFT :
02/05/14 16:46:11.395 FILE_CREATE I \Windows\Temp\AUTmpV3IS80\moduler.scdl I
0/ 16:46:11.403 FILE_CREATE : WWindows\Temp \AUTmpV3I580\ispes|.scdl ll

A

L] CounterTack
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(A Behaviors (A=)

= Processes / Files / Registries / Network

= EFX| =l S Q2| = ‘Registries (Overwritten) O] CHot HE HEA|

CounterTack
Domain skinfosec.co kr
1Pués Address 0.0.00
0.0.00
101.0.217
Status DISCONNECTED ~

o

Registries

Erased Deleted 1 @

1 Created Read

Event Time { Actior

02/05/141418:01 33":;'
02/05/1414:18:01 33&1

0241 14:18:01 33f|

02/05/1416:18:01 Cb:l

02/05/1416:18:01 ZJE;FI

4 16:18:01 SE\BI‘

REGISTRY

REGISTRY

STRY

REGISTRY

REGISTRY

REGISTRY

Overwritten

OVERWRIT

OVERWRITE

OVERWRIT

QOVERWRITE

OVERWRIT

OVERWRIT

Renamed

\REGIST

\REGIST

\REGIST

\REGIST

\REGIST

\REGIST

RYYMACHINE\SOF

RY\MACHINENSOF

RYYMACHINE\SOFT

RY\MACHINEYSOFT

RY\MACHINEYSOFT

RYVMACHINE\SOFT

TWARE\MicrosoftiWindows'CurrentVersion'

WARE\Microsoft\Windows\CurrentVersion

TWARE\Microsoft\Windows\CurrentVersion

WARE\Microsoft\Windows\CurrentVersion

WARE\Microsoft\Windows\CurrentVersion

WARE\Microsoft\Windows\CurrentVersion

“\Diagnostics'\Performance\Shell\StartStop\StartMenut,

“\Diagnostics'\Performance\Shell\StartStop\StartMenut

Diagnostics\Performance\Shell\StartStop\StartMenut

Diagnostics\Performance\Shell\StartStop\StartMenu®,

“Diagnostics'\Performance\Shell\StartStop\StartMenut

“\Diagnostics'\Performance\Shell\StartStoj

CounterTack

o

Runtime

Runtime

Runtime

Runtime

Runtime

\Runtime

BaseCluster

RecentCluster

CurrentCluster

BaseCluster

RecentCluster

CurrentCluster

——

17



Sentinel =82 7|5

(A Behaviors (A=)

= Processes / Files / Registries / Network
» EFX| =l 2| = ‘Network (Incoming / Outgoing)’ Of| CHSF & HA|

Inbound Connections

——————————————————————————————————————————————————————
r Qutbound Connections
T e Hosts (by Mo T i
Remote Hos Rer P
1 23.67.162.110 1 80 1
2 121.156.109.60 2 443 2

101.79.247.68

222122.117.55

74.125.235.130

6 121.156.109.59

7 74.125.31.95

N NN NN B BN BN BN BN NN NN NN NN BN BN BN BN B
[}

8 54.239.186.76
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d Knowledge Library

= SClIs, Profiles, Conditions, Key Event S 9| Library 22| 2} ™
+ Library £ W HE 7|5 HE (2 UIS S3 2| 7|5 A D)

CounterTack’

in Library

B SCls

¥ Profiles

E] KN-Profile-Waorkstation-1-exclusio
B Profile-Admin-Workstation
B Profile-Workstation-1
B Profile-Workstation-2
] Profile-Workstation-3
¥ (= Conditions
B Active Setup Manipulation uming that
B Add Program to Boot
[®  Adobe Reader opens outhound co
] Adobe Reader starts a process
B Any new file written to \Windows\
B Any process creates any process
[E  Basic Events Group 2
B BasicEvents Group 1-2
=]

BasicEvents Group 2-1 Validate E

[] CounterTack



Sentinel =82 7|5

1 Settings (2H4 AXN)

= Default Profile, Smart Group, Kernel Module, Symbol 2t2| 7| &

= Ot xS SSAEXRIEAFE 7|5 S

@ Settings

Groups

= Edit Group

Business Unit

Q
Name How will endpoints be added?
¥ @ Business Unit
HR Define rules
& Finance
& HR Rules

Add Filter » = x Endpoint IP Address contains 10.140.62 x
£ Marketing
& Sales
¥ & Open Cases

& Breach Dec 312013
& Breach Jan 42014

& Investigation Dec 24 2013

£ Investigation Jan 12014

L] CounterTack
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[ Kernel Module
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Sentinelo| EAHA

[ Kernel Module

" AZ BN ALE L AR S 2AZ2E BN (55 7]=)

Remediation (X|2) 7| = HE &AM o

| |
|:|O

I 2t=l &4, Shell code &4 744
= A|AEO] ds17|E O E A O] M0 B= A=)

" SAMNEOM FEH AR et JHE S

SURVEILLANCE
NO TRESPASSING

L] CounterTack



d Xt=2tE 2AM 7)1 (Automated Intelligence)
= S8 U (Origin)0f| = A Tl A XSL2 AR =8 XA 4 A%
» =W E Source / Action / Target@ 2 L HSI0| EAlSH,
= File, Process (Thread), Registry, Network Communication®| M|E M E K| &

= APHO| HO|=l 2 O|HIE = Key EventZ2 25510 HA|

= SCI (Stateful Compromise Indicator)0f| 2|t &|2io| 25 XNl &
— Dark Seoul
— Zeus

— Trojan, Boot-kit

— Crimeware family, etc.

[] CounterTack
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¢ CybOX : Cyber Observable eXpression
*% |0C : Indicator of Compromise

% STIX : Structured Threat Information
% TAXII : Threat Information Change
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Sentinelo| EAHA

d 5 A 2SS
= 7|& Cluster & Z|Cf| 15,000 7} 2| EndpointE =& = U S
= ZX|CH 50,000 7§ 2| EndpointE Tt FO|AM 22| 7t 7t
= OO|E| -EO| SRS E3

i
* LISt HEXHI 30 T
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Sentinel A|AEl LM

(A Kernel Module / Analysis Cluster / Management Console (Web browser)

( h \
Endpoint Analysis Cluster -

B ary i TOR Switch Wt
, Region 1
Sentinel |
Node 1: Management
Console p I

Node 2: Master

Node 3: Data Node

Node n: Data Node

; Region3
E] CounterTaCk 4l Kernel Module 28




Kernel Module Specification

3 C}FSt Operating systems X| &

—_

= Windows XP SP3
= Windows 7 SP 1 (32-bit, 64-bit)
= Windows Server 2008 R2 SP1

= Windows Server 2003, Linux X| & O| ™

(A Virtual environments X| 2l

= VMWare ESXi
= Microsoft Hyper-V

= Citrix Xen

A Unattended installation X| 2

[ ] CounterTack

r
B CounterTack Agent Installer

Specify Sentinel Server

Host xxx.xxx.xxx.xxx|
Port 443

Alternate address list (sentinel 1.ct.com:443;sentinel2.ct.com: 444;...):

Tip: use the following command for unattended installation.

"CounterTack Agent Installer.exe” /S /HOST:sentinel.ct.com /PORT:4

Bl counterTack Agent Installer: Completed EI_I_]

. Completed

29



T

Endpoint Analysis Cluster Hardware Specification

[ Layer 3 1/10 Gigabit Ethernet Switch

= A48 Gigabit Ethernet ports

LE 7Y EZA 8% (Health check, Replication)

10 Gigabit uplink ports

(d SuperServer F627R3-RTB+ (4U Rack Mount)

SUPERMICR®

|2 arfel sER 7Y P
Intel Xeon 2600 Series (6Core) * 2EA
64GB

1TB Disk * 8EA

Gigabit Ethernet NIC * 2EA

L] CounterTack »



Management Console Specification

d Sentinel Console

= HTTPS X| <, |:t|59| 22| AT EQ|O{L} Database 2R 9 S

= Web Browser &} = - Microsoft Internet Explorer 10, 11 / Google Chrome

CounterTack

# Intelligence Dashboard

10,003 2.12Masx 1,049 ves  1.33Mas 324 27 am
Threat T
by Operating System a2 by Groug Ay o

Windows 7591, 486 Macketing
Windows XP 573, 186 Systoms
ez

~
-~

Behaviors

L] CounterTack
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182 Al| (Use case)
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CounterTack 2| Al 7 2

Mo 12004 NEURALIQ

Security through superior intelligence

AP AKX X] : Waltham, MA USA
[d Innovation Center : Santa Monica, CA USA

(d Management

= Neal Creighton - CEO (GeoTrust)

= Alen Capalik - Founder / Chief Architect (Barclay Bank)
= Michael Daivs - CTO (McAfee)

= Sean Bodmer - Chief Researcher (DoD, Federal Agency)

A Board

= William J. Fallon - Chairman (US Military’s Central Command)
= Stuart McClure - Cylance CEO (McAfee, Foundstone)
= Mark Hatfield - Fairhaven Capital

L] CounterTack



CounterTack 2| Al 7 2

d Product & Services

= Event Horizon 3.2 (Next-Generation Honeynet)
= Scout 4 (Tactical System Monitoring)
= Sentinel 5

[ Patent
= Deep System Inspection : US Patent N0.11,488,743; AU Patent No. 2008242296

A VC Backed

= Fairhaven Capital Partners

=  Goldman Sachs

= SIEMENS Venture Capital

=  Millennium Technology Value Partners

L] CounterTack
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WELLS FARGO

ZURICH

Deloitte.

2 = SentinelQ| 2 =2+ 4

=22 2§, &5 (Defense), EA, IT S| CHYSH Y HEA B
x

BAE SYSTEMS

Batielle

The Business o][ Innovation

i

K| &of ey MAF S8 o

BT

l'l'l'l'l
CISCO.

= Digital River

L] CounterTack
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Partners

Technology Partners

() Arcsight CEF

Certified

2012

splunk >
W McAfee

SOURCE e

L] CounterTack

Solution Partners

s PR=EVESNTIA
Infosec |SK czac SVE

P T /7
tymbel  GuficPoint

ORPORATIDN = E C URITY

PRICEWATERHOUSE(COPERS
« Deloitte

@ CYBERSHEATH

s ocenture
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[ Backup slide ] K}M|CH I EEZQIE
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[ Enterprise Threat Correlation 7|

A 3dParty &

I

o

g A

oIr

oy

O 2o HEAI B R

38

L] CounterTack



CounterTack



